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Key Findings and Policy Implications

e The study identified a strong positive link between the c.Enforcing compliance to security policies by
extent of implementation and employee awareness to conducting a periodic review and update data
data privacy and cybersecurity measures of the privacy and cybersecurity policies.
university.

e These findings imply that as the organization implements Bqug round
a strong data privacy and cybersecurity measures, the

more aware employees become. This highlights the This policy on cybersecurity outlines the requirements for
importance of a clear and positive approach to security safeguarding the university’s information and technology
within the University. assets from unauthorized access, use, disclosure,
e Policy implications from the findings include: modification, destruction, or other malicious activities.
a.lnvesting in cybersecurity awareness programs by
conducting training with a focus on the latest threats The policies that would be attributed to the result of the
and best practices; study having a positive link between the extent of
b.Establishing communication and reporting channels implementation and the awareness of data privacy and
for cybersecurity concerns; cybersecurity among employees includes: Access Control,
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Security Awareness Training, Data Classification and Incident
Response.

This policy would strengthen the knowledge and habits of
employees when it comes to data privacy and cybersecurity.
By improving awareness, the university can better protect its
information, reduce risks and create a safer digital
environment for everyone.

This policy applies to all faculty, personnel and employees
which role is to manage and process data of the University.

Research Objectives

Generdlly, the objective of the study is to investigate the
state of data privacy and cybersecurity knowledge and
practices of the employees of Cagayan State University with
a focus on evaluating the status of implementation and
employee awareness.

Specifically it aimed to:

e examine the demographic profile and online activities of
the employees;

e assess the status of implementation of data privacy and
cybersecurity acts;

e assess the level of awareness of employees to data
privacy and cybersecurity;

e determine the potential differences in awareness based
on demographic variables;

e investigate the relationship between the status of
implementation and level of awareness; and

e identify key areas for recommendations based on the
evaluation of results that could contribute to the
development of a university cybersecurity system.

Methodology

The study used a quantitative research design utilizing

descriptive correlational approach to find out how
employees’ awareness of data privacy and cybersecurity is
related to how well these are being implemented in the
university. It also looked at the employees' demographic

profile and their online activities.

A total 279 employees were randomly chosen from the
university's 1009 regular employees. This sample size was
selected to ensure reliable results, using standard guidelines
for accuracy.

To check the relationships between different factors, the
study used statistical tools like Pearson, Spearman, and
Point-Biserial correlation - depending on what fit best for
each type of data. The results were considered significant if
they met the standard 0.05 level of significance.

Key Findings
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Figure 1. Result of Awareness and Demographic Profile.

Awareness and Demographic Profile
Single employees showed higher cybersecurity awareness
than married ones.

Awareness and Online Activities
Greater internet skills were linked to higher cybersecurity
awareness
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Figure 2. Result of Implementation vs Awareness.
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Implementation and Awareness to Data Privacy and
Cybersecurity

There is a strong positive link between implementation level
and employee awareness to data privacy and cybersecurity.

Conclusions

Strengthening data privacy and cybersecurity awareness
among employees is essential to protecting the university's
information and digital systems. As organizations enhance
their security measures, employee awareness also improves.

Key factors contributing to this include improved digital skills
through training, evident management support, periodic
review and regular policy updates, and proper resource
allocation to support implementation of security policies. By
educating employees and promoting responsible online
practices, this policy supports culture of security and helps
reduce risk of data breaches.

Overall, the findings highlight that investing in both
awareness and implementation helps build a more secure
and informed workforce.
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Recommendations

e Strengthen cybersecurity training programs to enhance
employee awareness, especially targeting groups with
lower awareness levels.

e Regularly update and
cybersecurity policies to keep up with evolving threats
and best practices.

e Promote digital skills development to increase familiarity

review data privacy and

with cybersecurity risks and practices.
e Adjust programs based on
backgrounds, since some groups may need more support

awareness employee

than others.

Target Policy Actors and

Beneficiaries
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Editor's Note

This policy brief is based on results of the CSU-funded
project "Extent of Implementation and Level of Awareness of
Employees on the Data Privacy and Cybersecurity Acts of
Cagayan State University” This project was implemented by
the Cagayan State University - Gonzaga Campus. The CSU -

Gonzaga Campus project team is composed of Dorothy M.
Ayuyang & Richard R. Ayuyang (OP-5005-SO-2022-03-206).



About Policy Brief

The policy brief offers an in-depth analysis of contemporary challenges and opportunities within higher
education, with a special focus on the unique context of Cagayan State University. Through rigorous
research and stakeholder engagement, we examine key areas such as academic innovation, research
advancement, community engagement, and administrative excellence. Each recommendation is carefully
developed to foster an environment of growth, equity, and sustainability. This policy brief series is published
bi-annually.

The approach is built on transparency and inclusiveness. By integrating comprehensive data analysis with
practical insights from experts and the broader university community, we ensure that our policy
recommendations are not only academically robust but also practically implementable. This process
underscores our commitment to creating a positive and lasting impact on the university's future.

The series also serves as a platform for translating research outputs into practical policy insights across six
strategic thematic areas including Science and Technology in Agriculture, Natural Resources, Education,
Food Science and Chemistry, Public Health and Medicine, and Behavioral and Social Sciences. These areas
reflect the university's research priorities and address emerging concerns related to agriculture and
livestock, environmental management, teaching and learning, food innovation, clinical diagnostics, and
community resilience.

While these publications provide science-based interventions for regional and national development, the
analyses and recommendations are those of the authors and do not necessarily represent the official
positions of Cagayan State University. Any reproduction, distribution, or citation of this work must
acknowledge the author and the CSU RDE Policy Brief Series.
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